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Abstract — To establish an Energy Efficient Location 
Privacy Preserving (EELPP) Protocol for MANETs the 
intention of network to the location. It makes important 
reduction in the energy consumption of the mobile nodes 
batteries by restrictive the area of discover a new 
direction to a less important zone. Thus, organize packets 
overhead are considerably reduced. In EELPP an 
orientation wireless base station is used and the 
network's round area centered at the base station is 
alienated into six equivalent sub-areas. At route discovery 
in its place of flooding control packets to the complete 
network area, they are flooded to simply the sub-area of 
the target mobile node. The base station stores locations 
of the movable nodes in a point table. Service Level 
Agreement (SLA) supports application server 
technologies with active resource management; request 
servers can animatedly alter the quantity of resources 
assign to hosted applications on-demand so as to get 
together application-level Quality of Service requirements. 
To demonstrate the efficiency of the proposed protocol we 
present simulation using NS-2. Simulation consequences 
show that EELAR protocol makes a development in 
control packet above your head and delivery ratio 
compared to AODV, LAR, and DSR protocols. To reduce 
the energy cost, nodes are active only during data 
transmission and the intersection of node creates a larger 
compound node, to reduce the number of fake packets 
and also boost solitude preservation. Simulation and 
analytical results demonstrate that our scheme can 
provide stronger privacy protection than routing-based 
schemes and requires much less energy than data 
preventing based. 
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I . INTRODUCTION 

Mobile ad hoc networks consist of wireless mobile hosts 
that exchange a few words with each other, in the absence of a 
fixed transportation.! Routes among two hosts in a Mobile Ad 
hoc Network (MANET) may consist of hops from end to end 
other hosts in the system. Host mobility can cause 
normalchangeable topology changes. Therefore, the task of 
finding and maintain routes in MANET is nontrivial. Many 
protocols have been proposed for mobile ad hoc networks, 
with the aim of achieving efficient routing [1], These 
algorithms differ in the approach used for searching a new 
route and/or modifying a known route. 

The aim of AODV route innovation is to set up a 
bidirectional route from the source to the purpose. Route 
discovery works by flood the network with route request 



(RREQ) packets. Every node that receives the RREQ looks in 
its direction-finding table to the destination or if it has a new 
sufficient route to the destination. If it does, it sends a unicast 
route reply (RREP) communication back to the source; 
otherwise it rebroadcasts the RREQ in [3], The RREP is 
routed back on a temporary reverse route that was created by 
the RREQ. Each node keeps track of its local connectivity, 
this is perform either by using intermittent exchange of 
messages, or by using feedback from the link layer upon 
unsuccessful transmission. 

In adding together to the work related to power-efficient 
algorithms, Location-Aided Routing protocols such as 
location were also proposed to make informed direction- 
finding decisions based on in sequence about node location. 
LAR is different from earlier work related to location-aided 
routing in that work, when creationdirection-finding decisions 
[5, 6], To minimizing the power consumption on end-to-end 
routes is the major objective. In fussy, the purpose of previous 
algorithms is to find outa shortest-path route that reaches the 
end with the smallest number of middle hops at minimize the 
energy consumption in transmitting a packet. 

The mobile node’s with the goal of diminishing routing- 
related visual projection in mobile and ad hoc networks. It 
uses location in order of the movable nodes to limit the search 
for a new route to a smaller area of the ad hoc system which 
results in a momentous reduction in the number of routing 
messages and consequently the energy utilization of the 
mobile nodes batteries is decreaseconsiderably. In order to 
reduce the control overhead due to screen storm in the 
network when manage packets are flooded into whole network 
[8,9]. 

II . RELATED WORK 

A distributed framework which predicts the dependability 
of the mobile nodes, this construction is implemented with the 
four different basic constrains for the subtraction of the 
reliability of the mobile node. The constrains are, A mobile 
node must stimulate the routing process by means of its 
collaboration, The organization given by the mobile nodes 
must be truthful, the direction-finding process of the MANET 
must be in such a way that the packet has to be send from 
beginning to end energy efficient path, the message 
communication complexity regarding the intimation of 
malicious nodes in the MANET must be very less. In the 
authors have a second hand status mechanism which 
incessantly monitors its neighbor nodes in the ad hoc 
Network. In this each and every node is implemented with 
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repute evaluation machine by means of maintain the 
reputation index and reputation table. For each successful 
delivery of a node, the reputation index value gets 
incremented and updated in the standing table. This paper 
proposes three heuristic search methods for making decision 
from the obtained values of packet delivery rates of each and 
every node [1], 

MANET in using dynamic Bayesian signaling 

The heuristics methods are based on number of hops away 
from the source, single increase and double augmentation, the 
early audition. In the authors have accessible a second hand 
reputation mechanism which makes use of reputation values 
compute by the neighbors of the mobile nodes. In this authors 
also derives an entrance value to obtain effectual 
discrimination of the non-corporation, non-trustworthy nodes 
from the normal node in the MANET. This paper also comes 
up with an integrated approach for detecting and extenuating 
selfish nodes. This is implemented based on game theory 
which investigates the network performance. In the authors 
have modeled an algorithm based on dynamic Bayesian 
signaling game for the improving the collaboration among the 
mobile nodes in ad hoc network. This mechanism 
discriminates the nodes based on the behavior of normal 
nodes and a malicious node by earnings of continues 
monitoring of each and every node by its neighbors. This is 
implementing by means of the concepts like sequential 
rationality and random property. 

In the authors have addressed friendship mechanism for 
the enhancement of the cooperation of the mobile nodes by 
optimizing the property, the decrease of false positives i.e. 
incorrect ID of the selfish nodes can be reduces significantly. 
This method is implemented in two dissimilar methodologies 
viz., direct and roundabout friend indirect instrument [1,2], In 
this, author have also analyzed the various aspects of partition 
in terms of six degrees and also suggested solutions to get find 
of all types of separation. They also implemented a voting 
strategy for selective malicious node from normal node. In the 
authors have analyses different problem that arise while 
achieving assistance among the mobile node in ad hoc 
networks. The authors have Levesque measure based on game 
theory, which derives the probability values of all the nodes 
participating in the statement. In this, behavior of set of 
connections is also analyses based on equilibrium function. 
Cornbach Alpha Coefficient Based Reputation 
Mechanism (Cactm) 

In this formulate a Cornbach alpha Coefficient based 
standing instrument (CACTM) for influential the trust of each 
and every nodes current in an ad location. MAODV is the 
multicast protocol used for our imitation study. We employ 
the group announcement between the nodes in order to study 
the impact of mean present during group announcement. The 
reproduction study was accepted out to compare the present 
concepts” model with the SHRCM model based on the 
assessment parameter namely Throughput, packet delivery 
ratio and total overhead by varying the number of mobile 
nodes and number of compromised nodes deployed for group 
announcement. The remaining part of the paper is organized 
as follows. Enumerates a detailed review survey of the some 
highly developed process works carried out with possible 
statistical coefficients that could be beneficial for checking 



node Consistencies are presented along with the extract of the 
survey [3], In the detailed version of the Cornbach alpha 
coefficient based trust model is depicted. The detailed 
algorithmic steps for the formulated trust model to be 
deployed in the MAODV protocol. 

Application server clustering is discussed, where the 
servers are cluster like master and Slave format and perform 
group announcement. The problem with the solution is the 
server has to be up at all the time in all the nodes of the cluster 
to meet the necessities. This makes the resource unusable and 
reduces the throughput of the server which does not used at 
lower load setting. So that the server has to be up and used at 
dynamic environment when there is higher load arises. 
Whenever the number of received http request increases the 
process of load complementary is comes into play [6]. Every 
server has the bound in number of request management and 
could not handle request more than that, also highly loaded 
server could not provide service at least response time. The 
load complementary procedure has to point all these issues 
before development the request to a server. The quality of 
service of any server or service is depending on throughput 
and timeliness, reliability. If the server response quickly then 
it will be good and will increase the throughput of the server 

[9]. 

Ill . PROPOSED APPROACH 

The mobile ad hoc network is a new model of 
wireless communication and has gained growing 
consideration from industry. As in all-purpose network 
environment, mobile ad-hoc networks have to deal with an 
assortment of security threats. Due to its nature of active 
network topology, direction-finding in mobile ad-hoc system 
plays a vital role for the presentation of the networks. It is 
reasonable that most security threats target routing protocol 
the weakest point of the mobile ad-hoc network. There are a 
variety of study and much research in this field in a challenge 
to propose more secure protocols. However, there is not a 
complete routing protocol that can secure the process of a 
complete network in every situation. 

Privacy fortification in routing of MANET has 
paying attention a lot of research efforts. A number of 
privacy-preserving routing schemes have been brought 
forward. The unidentified routing protocol mainly considers 
ambiguity and partial unlink ability in MANET, most of them 
exploit asymmetric feature of public key cryptosystems to 
accomplish their goals. Complete unlink ability are not 
definite due to incomplete content defense. This method use 
Energy Efficient Location Privacy Preserving Protocol 
(EELPP) that is an optimization to the Location Aided 
Routing. EELPP makes significant reduction in the energy 
consumption of the mobile nodes batteries through restraining 
the area of discovering a new route to a smaller zone. Thus, 
control packets overhead are considerably reduced and the 
mobile nodes life time is increased. 

3.1 Estimation of Energy Savings: 

We next evaluate the energy saved by the proposed 
probabilistic localization approach. Assume the sensor node 
has three basic energy consumption types — sensing, 
transmitting and receiving, and these power values (energy 
per unit time) areE s , Et and Er, respectively. If we select all 
sensors that reported the target for querying, the total energy 
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consumed for the event happening at time instant t can be 
evaluated using the following equation: 

E x (t) = N rep (t)(E t + E n )T 1 



E 2 (t) = N n T n 




AE = E - E* = S ^ ( total energy n (t ) 

t t-start 

— consumed. energ(t )) 

Where E x is the energy required for reporting the 
detection of an object the parameters 7j, T 2 and T 3 denote the 
lengths of time involved in the transmission and reception, 
which are directly proportional to the sizes of data, control 
messages to query sensors, and the detailed sensor data 
transmitted to the cluster head. The parameter T s is the time of 
sensing activity of sensors. The parameters E denotes the total 
energy in this case for target localization from t start to t,, nd . 
Similarly, for the proposed probabilistic localization approach, 
we have 

Where 

C = E r T x + (E t + E r )E no ofnode energ y 

Since N n (t) is always less than or equal to D n (t). 

We have 

VE > 0 

So we consumed energy and rectifying the damage 
coil or node I during data transmission using magnetic node in 
network. 

To show the effectiveness of the proposed protocol 
we obtainable simulations using NS-2. In addition, 
reproduction results show that there is a tradeoff sandwiched 
between decreasing control overhead by increasing number of 
areas and growing route loss by mounting the number of 
network areas due to node mobility. This suggests that most 
favorable number of network area is reliant on the nodes 
mobility. We have to take a different parameter like as 
throughput, release ratio, packet wait on the network. In as 
much as all these protocols strived to decrease power 
expenditure either at node level or on the network in general, 
all proposed solution have a kind of trade-off that let go to 
have clear energy saving. The observed performance metrics 
based on the reproduction outcome posted by the various 
algorithms under review. The number of routes recognized 
during route discovery, the message overheads the cost of 
performing arts the data packet show and reception by 
different nodes, normal energy preserved, and the network 
throughput, and the end-to-end, data packet delay. 

ENERGY EFFICIENT LOCATION PRIVACY 
ALGORITHM 

(i). Energy based Packet Transmit 

Step 1: If (Any Packet sent P) 

{ 



Forward Packet P 

} 

Step 2: If (received A Packet) 

{ 

Step 3: If (Received Packct==Data_Ack) 

{ 

Step 4: Route Location base transmission 
Verify the Id 

Step 5: If (Verification Successful) 

Energy save mode 

{ 

Step 6: Discard the route noted 
Else 
{ 

Step 7: Drop the packet 
Energy loss 
} 

Step 8: Repeat the procedure for next packet 

} 

} 

The data are sending by wireless mobile ad-hoc 
network from source (S) to destination (D) on network 
topology. The Packets (P) transmit the data to destination 
intermediately work from beginning to end from source to 
destination Energy efficient based broadcast on network. 
Neighbor discovery node has to collect the data sending and 
receiving process on the network. The traffic situation to be 
checked on mobility node, the minimum number of connected 
set to the objective on the system. It’s more to save the power 
and shortest path route detection on their network. It is 
plummeting the packet’s delay and the reduce energy model 
on their wireless network. The associated set is more well- 
organized and scalable network on that time of the network 
process. 

IV. PERFORMANCE ANALYSIS 

The goal of the reproduction is to analyze the 
behavior of the AODV by deploying Networks. The 
replication environment is creating in NS-2, a network 
simulator that provides support for simulate mesh wireless 
networks. NS-2 using C++ language and it uses the Object 
Oriented Tool Command Language (OTCL). It came as from 
Tool Command Language (TCL). They use a setting 
consisting of 30 wireless nodes roaming over a simulation 
area of 1200 meters x 1200 meters flat space in payment for 
10 seconds of simulation time. The radio and IEEE 802.11 
MAC layer models used. Nodes in our simulation move 
according to accidental Waypoint mobility model, which is in 
accidental direction with maximum speed from 0 m/s to 20 
m/s. A free space proliferation channel is unspecific for the 
simulation. Hence, the reproduction experiment do not 
account for the overhead produced when a multicast member 
leaves a group and the assessment result. 

Table 1: Simulation parameters 
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V. PERFORMANCE RESULTS 

The simulation circumstances are calculated mainly to 
charge the collision of system concentration on the 
arrangement of the network model. The collision of 
arrangement density is deploying 0-100 nodes more than a 
permanent open area topology of 1200m x 1200m using 5m/s 
node speed and identical source-destination connections. 
AODV have a quantity of metrics that can be used for their 
presentation network. 

Throughput Performance 

This is the output of total number of customary data 
packets divided by total number of sent data packets. 




Fig.1. Performance of throughput 

This metric gives an estimate of how efficient a 
routing protocol is, since the number of routing packets sent 
per data packet gives an idea of how well the protocol keeps 
the routing in order updated. The higher the Normal Routing 
Load metric is, the higher the overhead of routing packets and 
consequently the lower the efficiency of the protocol. 

Energy Level on Network 

The energy level on the network is must and most 
significant one of the quick data communication on their 
network, its calculated from their each node energy utilization 
is must of the network, if any node none to data transmit that 
node to save the energy on the network. 

Energy consumption = no of packets * initial energy level 

Remained energy = energy consumption - no of packets in 
node 



% 



3 



Time (min) 

Fig. 2. Energy consumption on network 
The End-to-End delay 

They have calculate a average number of delay on 
network, it includes all possible delay caused by buffering 
through route detection latency, queuing at the border queue, 
retransmission delay on medium access control, spread and 
move time. 

D = (Tr-Ts) 

Where Tr is receive Time and Ts is sent Time. 




PARAMETERS 


VALUE 


Version 


Ns-all-in-one 2.28 


Propagation Model 


Two Ray Ground 


Routing Protocols 


AODV 


Area 


1200m x 1200m 


Broadcast Area 


50-250 m 


Transfer Pattern 


UDP,CBR 


Mobility Model 


Random Mobility 


Transfer per Packet 


512 tes 




Time (min) 



Fig. 3. End to End Delay on network 

V. CONCLUSION 

In our work we have using a neighbor using Energy 
Efficient Location Privacy Preserving Protocol (EELPP) that 
is an optimization to the Location Aided Routing (LAR) for 
location based data transmission on their network. It has 
mainly focused on this technique to get better the network 
performance and energy consumption model on the network. 
In our future work to implement the network protocol based 
energy efficient data transmission and more security based 
data transmission on the network. Used Security based routing 
protocols and reduces data loss on the network. 

REFERENCES 

[1] , Mohammad A. Mikki, “Energy Efficient Location Aided 
Routing Protocol for Wireless MANETs”, Vol. 4, No. 1 & 2, 
2009. 

[2] , P. Thamizharasi, D.Vinoth, “Unobservable Privacy- 
Preserving Routing in MANET”, Volume-2, Issue-3, January 
2013. 

[3] , Karim El Defrawy, Gene Tsudik, “Privacy-Preserving 
Location-Based On-Demand Routing in MANETs”, VOL. 29, 
Dec 2011. 

[4] , Ajay Shah, Hitesh Gupta, “Energy Efficient Routing 
Protocols for Mobile Ad Hoc Networks”, Vol. 1 Issue 5, July 
-2012. 

[5] , Mohamed M. E. A. Mahmoud, “A Cloud-Based Scheme 
for Protecting Source-Location Privacy against Hotspot- 
Locating Attack in Wireless Sensor Networks”, 2011 

[6] , K. Vinoth Kumar, G.Arunsathish, “Privacy-Preserving 
Routing Protocol for Mobile Ad Hoc Networks”, Vol.ll, 
No.ll, March 2013. 

[7] , Humaira Nishat, “Energy Efficient Routing Protocols for 
Mobile Ad Hoc Networks”, Volume 26- No.2, July 2011 

[8] , J. Haas, “Secure Data Communication in Mobile Ad Hoc 
Networks”, VOL. 24, NO. 2, FEB 2006 

[9] , Young-Bae KO, “Location- Aided Routing (LAR) in 
mobile ad hoc networks”, science publication university 

[10] , Panagiotis, Papadimitratos, “Secure Data Transmission 
in Mobile Ad Hoc Networks”, 19 Sep 2010. 



252 



